COI'JTACOBAHO YTBEPKJAIO

Hucrpykuus Ryl * W
10 NMPOBEACHHI0 MOHHTOPH uud)opmaunomloﬁ i besohienocTn "
AHTHBHPYCHOI0 KOHTPOJIS NpH 06paloTke NepcoHaibHbIX AAHHBIX.

1. Obmue nosoxenusn

Hannas MHCTPyKuMH yCTaHABIMBAET MOPSAOK IUIAHHPOBAHHS M TMPOBEJCHHUS
MOHHTOPHHIa  HMH(OPMALHOHHON 0e30MacHOCTH  ABTOMATH3HPOBAHHLIX  CHCTEM,
00pabaThIBAIOLIMX MEePCOHANbHBIE [aHHble, OT HECAHKUHOHHPOBAHHOTO JOCTYTA,
PaCnpoCTpaHeHHs, HCKAXKeHHs H YTPaThl HHQOPMALHH 1IKOIEL.

2. Buasi MOHHTOpPHHTA nudopmauHoHHOi GesonacuocTn.

2.1. MonuTopHHr  paGoTocnocobHoCTH annapaTHbIX KOMITOHEHT
aBTOMATH3HPOBAHHLIX  CcHUCTEM,  00pabaThiBalOIMX  TEpPCOHANbHBIE  JaHHBIE,
OCYLIECTBJIIETCS. B [IpoLecce WX aJMHHHCTPHPOBAHMA W MpH MpoBeleHHH pabor no
TeXHHYeCKOMY o0cnyxuBanuio obopynoBanns. HanGonee cymiecTeeHHbIE KOMIOHEHTE]
CHCTEMBI, MMEIOLMe BCTPOEHHbIE CPEACTBa KOHTpONs paborocnoco0GHOCTH (cepBepsl,
aKTHBHOE ceTeBoe 00OpyNOBaHHE) IO/KHEI KOHTPOJIHPOBATHECA MOCTOSHHO B paMKax
paboThi aIMHHHCTPATOPOB COOTBETCTBYIOLIHX CHCTEM.

« 2.2, MOHHMTOPUHT TNApPONLHON  3aMTBl M KOHTPOJb  HANEKHOCTH
MOTB30BATEIbCKHX NMapoeil NpelycMaTpUBaloT:
- YCTaHOBICHHE CPOKOB neiicTBus mnaponeli (He Oonee 3  Mecslues);
- nepHoauuecKkyio (He pexe | pasa B Mecsll) MPOBEpPKY MOJb30BATENbCKUX
naponeii Ha KOJMYECTBO CHMBOJIOB M OYEBHAHOCTh C LENbIO BEHIABIEHHS CabbIX
napoJeii, KOTOpsIe JIErKO yraAaTh WIH AemH(POBaTh C MOMOIIBIO CIIELHATH3HPOBAHHBIX
NIPOrpaMMHBIX CPEACTB (B3JIOMILIHKOB napoeit).
2.3. MOHHTOPHHT UEJIOCTHOCTH MPOrpaMMHOro obecneyeHHs BKIIOYaeT
ciaeaylolme AeiCTBHA:
- MPOBEpPKa KOHTPOJILHBIX CYMM H LUM(POBLIX MOANHCEH KaTanoros u ¢aiinos
cepTH(HIMPOBAHHEIX MPOrPAMMHBIX CPEACTB NPH 3arpy3ke ONEpalMOHHON CHCTEMb!;
- obOHapyKeHHe IyOJIHKATOB HICHTH(HHKATOPOB MoJb30BaTeeil;
- BOCCTAHOBJIEHHE CHCTEMHBIX (aiiloB AIMHHHUCTPATOPAMH CHCTEM C
pe3epBHBIX KON NPH HECOBNAJACHHH KOHTPOILHBIX CYMM.



24. MoHHTOpHHT MOMbITOK HEeCaHKUHOHHPOBAHHOIO noctymna
[TpeaynpexienHe W CBOEBPEMEHHOE BbIABJICHHE [IONBITOK HECAHKIIHOHHPOBAHHOIO
ZI0CTYNa OCYLICeCTB/AACTCA C HCMOJB30BAHHEM CpPeICTB ONEepaluHOHHOH CHCTeMbl H
CMELHAIBHAIX NPOrPaMMHLIX CPEICTB, H NpeayCcMaTpHBaeT:

- (hHKCAlHIO HeyAauHbIX MONBITOK BXOJa B CHCTEMY B CHCTEMHOM JKypHae;

- IPOTOKONHPOBAHKE PAGOTE CETEBBIX CEPBUCOB;
-  BbIABJIeHHE (JAaKTOB CKAHHPOBAHHA ONMpee]eHHOT0 JHana3oHa CeTeBbIX
MOPTOB, B KOPOTKHE MMPOMEKYTKH BPEMEHH C LEIbI0 0OHApY/KEHHA CeTEeBbIX
aHAITM3aTOPOB, H3YHAIOUIMX CHCTEMY H BBIABIAIOUINX €€ YA3BUMOCTH.

2.5. MOHHTOPHHT NPOH3BOAUTEIBHOCTH aBTOMATH3HPOBAHHBIX CHCTEM,
oOpabaTsIBalOLIHX MepCOoHabHble AaHHbIe, TTPOH3BOAUTCS Mo obpalleHHsM
MoJb30BaTesiel, B Xo/1e aIMHHUCTPHPOBAHHS CHCTEM H NPOBEAeHUA NPOGHIAKTHYECKHX
p860T Jn5 BbIABICHHSA MMONBITOK HECAHKIIHOHHPOBAHHOIO 10CTYINA, MOBIEKITHX
CYILECTBEHHOE YMEHbILEHHE MPOH3IBOAHTEILHOCTH CHCTEM.

3. [Mopsiaok nposeaeHust CHCTEMHOrO ayaANTa.
3.1. CucreMHBIi ayIHT NMPOH3BOAMTCS €KEKBAPTANLHO H B OCOOBIX CHTYyalHAX.
On Brmouaer nposeneHne 0030pos 6€30NaCHOCTH, TECTHPOBAHHE CHCTEMbI, KOHTPOIb
BHECEHHs H3MeHeHHi B CHCTEMHOE MporpaMMHoe obecneuenue.

3.2. OG3opsl Ge3onacHOCTH MPOBOASTCA € UENLIO [MPOBEPKH COOTBETCTBHSA
TEKYILEero cOCTOAHHA CHCTeM, 00padaTsiBalOIIHX NMepCOHANbHbIE AaHHbIE, TOMY YPOBHIO
Ge3onmacHOCTH, YAOBAETBOPAIOMEMY TpeOOBaHMAM MOAHTHKH OesonacHocTH. OO030pbI
Oe3onacHOCTH MMEIOT LeNbi0 BhISBIEHHE BCEX HECOOTBETCTBHH MEXIY TEKyLIHM
COCTOSIHHEM CHCTEMBI M COCTOSIHHEM, COOTBETCTBYIOLIEM CHEelHalbHO COCTaBICHHOMY
CITHCKY JUISt IPOBEPKH.

O0630ps! Ge3onacHOCTH A0/IKHEI BKIIOYATS:

- oT4eThl 0 0e30nacHOCTH I10/1b30BATENIBCKUX PECYPCOB, BKIIOYAIOIINE HATHYHE
MOBTOPAIOLIMXCS  MMO/IB30BATENLCKHX HMEH M HASHTH(HKATOPOB, HENpaBHIbHBIX
(opMaTOB PErMcTPallHOHHBLIX 3anuceil, nons3osatened 0e3 naposns, HenpaBHILHOM
YCTAHOBKH [OMALIHMX KaTaJOroB I0O/Mb30BaTeNeidl U yA3BHMOCTEH MOJb30BATEIbCKHX
OKpYIKEHHIT;

- MPOBEPKY COAEpAUMOro (aiioB KOH(GHrypallHH Ha COOTBETCTBHE CITHCKY s
POBEPKH; g

- o0HapykeHHe HW3MeHeHHil CHCTeMHBIX (aiiloB cO BpeMEHH MpOBEACHHS
nociaenHe MPOBEPKH (KOHTpOIL LEJIOCTHOCTH CHCTEMHBIX thaiinos),

- MPOBEpPKY NpaB J0CTyna U ApYrux aTpHOyToB cHCTeMHBIX (haiinos (komaHz,
YTHIMT U Tabnui);

- TMpPOBEpKY TMPaBHABHOCTH HACTPOHKH MEXaHH3MOB ayTeHTH(HKAUUH H
aBTOPHU3ALIHH CETEBBIX CEPBHCOB;

- IPOBEPKY KOPPEKTHOCTH KOH(UIypalli CHCTEMHBIX H aKTHBHAIX CETeBbIX
YCTPOHCTB (MOCTOB, MApPLIPYTH3aTOPOB, KOHLIEHTPATOPOB H CeTEeBbIX 3KPaHOB).

3.3. AKTHBHOE TECTHPOBAHHE HANEKHOCTH MEXaHH3MOB KOHTPOJIA NOCTYIIA



NPOH3BOAHTCS MTEM OCYIIECTBICHHS MONBITOK MPOHHKHOBEHHS B CHCTEMY (C MOMOLLBIO
ABTOMATHYECKOTO HHCTPYMEHTAPHS WIIH BPYHHYIO).

3.4. [NaccHBHOE TECTHPOBAHHE MEXaHH3MOB KOHTPOJIA JIOCTYIIA OCYILECTRIAETCS
MyTeM aHaNIN3a KOH(UTYPAHOHHLIX (ail/IoB CHCTEMBI, Hudopmauus o6 nasectasix
YASBHMOCTAX M3BJIEKACTCH U3 JOKYMEHTALHH H BHEIIHHX HCTOYHHUKOB. 3aTeM
OCYILECTBIAETCA MPOBEPKa KOH(DHIYPaLHH CHCTEME! C Lelbi0 BEISBICHHSA ONacHBIX
COCTOAHMIH CHCTEMBI, T. €. TAKHX COCTOSHHI, B KOTOPBIX MOTYT MPOABIATE cebs
H3BECTHbIE yA3BHMOCTH. ECITH CHCTeMa HAXOAMTCS B ONMACHOM COCTOSHHH, TO, C L0
HEHTPATH3ALHH YA3BUMOCTEl, HeOOXOMMMO TGO H3MEHHTH KOH(DHIYPALIHIO CHCTEMBI
(14 TMKBHIAUMH YCIOBHIE IPOSBICHNS YSA3BUMOCTH), THGO YCTAHOBHTE nporpaMMHsie
KOPPEKLHH, THOO YCTAHOBHTH APYrHe BEPCHH NPOrPaMM, B KOTOPBIX JIaHHAS YS3BHMOCTS
OTCYTCTBYET, THOO OTKA3aThCA OT MCHOJIB30BAHUS CHCTEMHOTO CEPBHCA, COAEPKALLEro
JAHHYIO YS3BUMOCT.

3.5. BHecenne u3MeHeHHIT B CHCTEMHOE NporpaMMHOe obecneyerne
OCYILECTB/IAETCA a/IMHHHCTPATOPAaMH CHeTeM, 00pabaThIBAIOLIHX TepCOHANbHbIE
JIaHHBIE, C 00513aTeNbHBIM JI0OKYMEHTHPOBAHHEM H3MEHEHHUIT B COOTBETCTBYIOLIEM
KYypHAie; yBEAOM/ICHHEM KaX10ro COTPYAHUKA, KOTO KacaeTcs H3MEeHEHHE;
BBICITYIIHBAHHEM MPETEH3HH B ClIy4ae, ecili 3T0 H3MEHEHHe MPHYHHHIIO KOMY-HUOYIb
Bpen; paspaboTKoii MIaHOB 1eHCTBHIT B ABAPHITHBIX CHTYALIMSX JUIS BOCCTAHOB/ICHHS
paboTocnocoGHOCTH CHCTEMBI, €C/IH BHECEHHOE B Hee H3MEHEHHE BBIBENIO ee H3 CTpOA.

4. [lopsanok aNTHBHPYCHOTO KOHTPO.IS.

4.1. Jlna 3amMThl cepBepoB M pabouMX CTaHUMIT HEOOXOAMMO HCIIOJB3OBATH
@HTHBHPYCHbIE MMPOrpaMMEI:

- Pe3HICHTHBIE AHTHBHPYCHbIE MOHHTOPEI, KOHTPONHPYIOLINE MOA03PHTEILHEIE
NeHcTBUA NPOrpaMmM;

-YTHIHTBl  Juid  OOHapyXeHHAs W  aHaIM3a  HOBBIX  BHPYCOB.

4.2. K HCronb30BaHHIO IOMYCKAIOTCS TOJABKO JHLEH3HOHHBIE CPENCTBA 3alHThI

OT BPEAOHOCHBIX [POrpaMM H BHPYCOB WIH CepTHOHUHPOBaHHBIE CBOGOAHO
pacrnpocTpaHAeMble AHTHBHPYCHBIE CPEeICTBA.

43. Ilpu nmnopospeHMM Ha HAAHYHE HEBLIABNEHHLIX YCTAHOBJIEHHBIMH
CPEACTBAMH 3aLUMTBI 3apajKeHuil cneayer ucenons3osate Live CD ¢ apyrumu
QHTHBHPYCHBIMH CPe/ICTBAMH.

4.4. YcTaHOBKAa M HACTPOMKA CPENCTB 3alMTHl OT BPEAOHOCHBIX nporpaMMm H
BHPYCOB Ha pabo4MX CTaHUMAX M CcepBepax aBTOMATH3HPOBAHHBIX CHCTEM,
00pabaThiBAIOLLMX MEPCOHANBHBIE JIaHHBlE, OCYIUECTBINETCA AIMUHHCTPATOPAMH
COOTBETCTBYIOLIHX CHCTEM B COOTBETCTBHM C PpYKOBOACTBAMH [0 YCTAHOBKE
NpHOOPETEHHBIX CPEACTB 3alllHTEL.

4.5. YcranapiisaeMoe (H3MeHseMoe) nporpaMMHoe obecnevueHne JOKHO OBITH
NpeABAPUTENIEHO MMPOBEPEHO aIMHHHCTPATOPOM CHCTEMB! HA OTCYTCTBHE BPEIOHOCHBIX
nporpaMm M KOMNBIOTEPHEIX BHpPYcOB. HenocpejacTBeHHO mnocie YCTaHOBKH
(M3MeHeHus) nporpaMmHoro obecrieyerns pabodeil cTaHUHMH HOMKHA OBITH BEINOIHEHA
aHTHBHPYCHAA MpOBEpKa.

4.6. 3anyck aHTHBHPYCHBIX MPOrpaMM JI0JKEH OCYILECTBIATHCS ABTOMATHYECKH



10 3aJaHHK0, LUEHTPAIH30BAHHO CO3JIaHHOMY C HCMOIBL30BaHHEM MUIAHHPOBLIHKA 3a/1a4
(BXOAAIMIMM B [10CTAaBKY OMNepalHOHHON cHeTeMbl JHGO MOCTaBASEMBIM BMECTe C
AHTHBHPYCHBIMH TPOrpaMMaMH ),

4.7. AHTHBHDYCHBI KOHTpONb PpabOMHX CTAHLMI [OJDKEH TMPOBOAMTHECH
EKE/HEBHO B ABTOMATHYECKOM pexume. Eciu nposepka Beex ¢aiinoB Ha juckax
pabouuX CTAHUMAX 3aHMMaeT HenpHemieMo O0oJblIOE BpeMs, TO JOMyCKaeTcs
NPOBOAKTL BHIOOPOYHYIO MPOBEPKY 3arpy30dHEIX oOnacTell IAMCKOB, OMNEpaTHBHOI
namMsaTH, KPHTHYECKH BaKHBIX MHCTAJUTHPOBAHHLIX (haliloB ONMepalHOHHON CHCTEMBI H
3arpy’xaemeix (ainos no ceru MaM ¢ BHEIHWX HOcHTened. B aTom cayuae mosnnas
MpOBepKa [OJDKHA OCYILUECTBIATHCA HE pexe OIHOro pasa B HeNelo B MepHoj
HeaKTHBHOCTH MoJib3oBatesns. [lonb3oBatensM peKOMEHIAYeTCs OCYLIECTBISTh MONHYIO |
NPOBEPKY BO Bpems mnepepbiBa Ha obea nyrem mnepeBoja paboueil CTaHUMH B
COOTBETCTBYIOLIHI  aBTOMATHYECKHI pexHM (YHKUHOHHPOBAHMA B  3alEPTOM
MOMELLEeHHH.

4.8. O6sa3arenbHOMY aHTHBHPYCHOMY KOHTPOITIO MOANEKHT Ji06asd HHpopMaLus
(ncnonusiemste Gafinsl, TekcroBhle Gaiinbl JOOLIX (opMmaTos, (aiibl HaHHBIX),
noiy4yaemas MoJib30BaTeNeM [0 CETH WM 3arpykaemas CO CbeMHBIX HOCHTeseil
(MarHHTHBIX AMCKOB, ONTHYECKHX IHCKOB, (dii-nakonureneit u T1.m.). Konrtpons
HH(OOPMaLHH JI0J2KEH NPOBOINTLCSH AHTHBUPYCHBIMH CPEJCTBAMH B [POLIECCEe WM cpa3y
nocie ee 3arpy3kd Ha pabouyio crasHuuio nons3osarens. Daiinel, nmoMmeniaemsie B
3NIEKTPOHHBIA apXHuB, AO/KHBI B 00A3aTENLHOM IOPAJAKE MPOXOAHTH AHTHBHPYCHBIH
KOHTPOIIb.

4.9. YcranasmuBaemoe (H3MeHAEMOe) Ha cepBephl NMporpaMMHoe obecredeHue
NOIKHO OBITH NPe/IBAPHTEIBHO MPOBEPEHO AIMHHHCTPATOPOM CHCTEMBI HA OTCYTCTBHE
KOMIBIOTEPHBIX BHPYCOB H BpEJOHOCHBIX - mporpamM. HenocpexcrseHHo mnocne
YCTaHOBKH (H3MEHEHH:A) POrpaMMHOro obecredeHns cepBepa J0/DKHA ObITh BBITOJIHEHA
AHTHBHPYCHAas NMPOBEPKa.

4.10. Ha cepsepax cucrem, oOpabaTeiBalOUIMX TIEPCOHANLHBIE [aHHbIE,
HeoOXOMMO NPHMEHATH CHelHaNbHOe AHTHBHPYCHOE mporpaMmHoe obecriedexue,
NO3BONAIOILEE: .

<= OCYILIECTBJATL AHTHBHUPYCHYIO NpoBepky (ailJloB B MOMEHT MOMBITKH 3alHCH
(aiina Ha cepBep;
-[IPOBEPATh KATAJIOrH H (aiibl MO pacnuCcaHHio C y4eTOM Harpy3kh Ha cepBep.

4.11. Ha cepsepax 31eKTpOHHOM MoYTLl HEOOXOAUMO NMPHMEHATH AHTHBHPYCHOE
nporpaMMHoe obecneveHie, obecrneunBaioLee NpoBEpKy BCeX BXOMIIHNX cooblueHnii. B
CIy4ae ecliM NpoBepKa BXOAALIEro cooOILeHNs Ha MOYTOBOM CepBepe MoKasana HalH4uHe
B HEM BHpYCa H/IM BpPEJAOHOCHOIO KOJa, OTNpAaBKAa MAHHOrO COOOLUEHHA JOIKHA
Onokuposathesa. [IpH 3TOM A0MKHO OCYLIECTBNATHCH @BTOMATHYECKOE OIMOBEIleHHE
aJAMHHHCTPATOpa TMOYTOBOrO CepBepa, OTNpaBUTENs COOOLIEHHs W  azgpecara.

4.12. HeoOXx01MMO OpraHn30BaTh peryispHoe oOHOBNIeHHe aHTHBHPYCHBIX 0a3 Ha
Bcex pabo4uX CTAHUMAX W CepBepax.

4.13. AIMMHHCTPATOpPBI CHCTEM O/UKHBI TPOBOAHTH peryispHble MPOBEPKH
MPOTOKOJOB paboThl AHTHBHPYCHBIX MPOrpaMM C LENbIO BhISBICHUS [OJb30BaTENCH H
KaHAJIOB, Yepe3 KOTOPBIX pacnpocTpaHsiorcs supycel. IIpn obHapyxeHHH 3apakeHHBIX



BHpYcOM (aiifloB aIMHHHCTPATOP CHCTEMBI IOJKEH BBINOIHHTE CCAYIOIINE ACHCTBHSL:

- OTKJIOMMTb OT KOMIBIOTEPHOH ceTH paboune CTaHUMH, MPEACTABAAIOLIHE
BHPYCHYIO OMACHOCTb, /10 MOJHOrO BEIACHEHHS KAHAIOB MPOHHKHOBEHHA BHPYCOB H HX
YHHYTOKEHHU;

- HEMeJUIEHHO coOOLINTE 0 (hakTe OOHApYKEHHU BHPYCOB HEMOCPEACTBEHHOMY
HAYATBHHUKY C YKA3aHHEM MPe/roN0KUTENEHOr0 HCTOYHHKA (OTNpaBuTeNs, Blanenbla i
T.]1.) 3apaykeHHOTO (haitna, THNa 3apakeHHoro (aiina, XapakTepa cojepialueiics B (aiine
uHGOPMAUMH, THNA BHPYCA W  BBHIONHEHHBIX @HTHBHPYCHBIX — MEPOTIPHATHI



